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V/v canh béo tinh trang Virus 1ay nhiém
trén hé thong mang ctia Tap doan

He Noi, ngay /3. thing 10 niim 2017

Kinh gtri: - Cac Cong ty con, don vi truc thugc Tép doan;
- Céc can bd thudc Co quan Tap doan.

Vin phong Tép doan nhén duge Cong van sb 09102017/CV-SELAB cua
Cong ty TNHH Nghién ctru & Phat trién Cong nghé Phin mém (SELAB) V/v
canh bao hé didu hanh portal bi nhiém virus coinhive miner. Sau khi cung Ban
KCL kiém tra va xac nhan virus hién da lay lan trén hé théng mang ctia Tép
doan. Céc cong ty chuyén cung cap giai phap bao mét dd xac dinh trude mét,
chua c6 giai phép xu ly triét dé virus nay do déy la loai virus méi xuét hién, c6
hinh thirc hoat dong kha phirc tap. Pé han ché tinh trang 13y lan virus trén hé
théng, Vian phong Tép doan d& nghi cac don vi va cdc CBVC Co quan Tap doan
Iwu y thuc hién mot so viée khi sir dyng may tinh nhu sau:

. -Yéu cau bd phan CNTT luén cép nhét cc phan mém tudng lira va phan
mém chong virus maéi nhat.
- Khi vao internet hay st dung céc hé théng mail, khong truy cdp vao cac
trang web la, khong bdm vao céc link khong rd ngudn gdc.

- Khi méy tinh dot nhién xuat hién yéu cdu cai dit phan mém la, khong
nhén x4c nhan, hodc nit OK,... dong thoi bao cho bd phan CNTT kiém tra ngay.

- Khéng cai dat cac Add-ons, plugln khoéng rd chirc ndng trén trinh
duyét, yeu cau by phan CNTT cua don vi kiém tra va loai bo cdc Add-ons la di
duoc cai trén mdy tinh néu c6 hién twong may chay chim bat thudng.

Vén phong cung Ban KCL d4 lam viéc v6i mot sd hing bao mat va sé
thuc hién viéc khéc phuc trong thoi gian sém nhét.

Trén trong/.
Noi nhns yo%< TL. TONG GIAM POC
- Nhu kinh giri (e-copy); KT. CHANH VAN PHONG

-HDTV, Ban LDPH (e-copy, b/c);

- Pang uy TKV, Pang uy TQN, Céng doan
TKV, DPoan Thanh nién TQN (e-copy);

- Luu VT, VP.
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CONG TY TNHH NGHIEN CUU & PHAT  CONG HOA XA HQI CHU NGHIA VIET
TRIEN CONG NGHE PHAN MEM NAM
Doc ldp - Ty do - Hanh phiic

S 09102017/CV-SELAB

Vv canh bao hé diéu hanh portal bi nhiém Ha ngi, ngay 09 thang 10 nam 2017

virus coinhive miner - —— ‘
TAP DOAN CONG NGHIEP

THAN-KHOANG SAN VIET NAM
Kinh giri: Quiy khéch hang  |CONG 8.8 % T 0o
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~ Trude hét, Cong ty TNHH Nghién ciu & Phat trien Co Vgt Mn/'}ér{rm’ """ -k

xin chan thanh cam on Quy khach hang da tao diéu kién va h,%l Nehit.ché.vai

Cong ty ching td1 trong thoi gian via qua. ChUYRR:...ooveonrvecrimersinsinesinsossanes

. Hién nay, mét s6 don vi dang sir dung phén mém_Portal.NetOffice gap su
o toc do truy cap bi chim, nguyén nhan do hé dieu hanh bi nhiém virus
Coinhive miner.

. Dac dié_gn Yirus:_Bién may chi ing dung va cac may tram thanh mdy dao
coin (dong tién &o) khi truy cp vao tng dung web (portal cua cac don vi).

_ Nguyén nhan lay nhiém: Do cai cde img dung mién phi hodc cac phan mg
rong cua trinh duyét duogc tai vé internet.
e Nhiing hién tuwong xay ra khi may tinh bi nhiém virus:
- Coinhine miner s& su dung hon 50% stc manh cta Card d6 hoa lam cho
may tinh chay cham hon.
- CPU chay & nhiét d6 cao trong thdi gian dai gy rat ngan tudi tho CPU.
- Trinh duyét Web chiém luogng én tai nguyén CPU va Card dd hoa.

Tat ca cdc nguyén nhan trén khi€én may tinh bi chdm khi su dun%Nl'm%
dung trén mégc cht bl ggn ma ddc khong the khoi phuc. Vi vay, Cong ty TNHE
Nghién, ctru & Phat trién Cong nghé Phin mém xin fran trong thong bdo t6i
toan thé Quy khach hang can lam cac cdng viéc sau dé phong tranh, khic phuc
sy ¢o khi bi nhiém virus:

- Quét virus img dung trén tat ca cag may tinh.

- Back up bd cai quan ly van ban va cac thu muc lién quan dé dam bao c6
bo code sach (chuan bi cho truong hop phai setup lai hé thong)

- Truy cap link https://malwaretips.com/blogs/remove-cginhive-miner-virus/
{im cach tiéu diét virus trong truong hop nghi ngd may bi nhi€m.

Tran trong ./.
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